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A VPN (Virtual Private Network) provides a secure, encrypted tunnel from your computer to UHCL's network
when off campus. UHCL offers VPN software to allow authenticated, secure access to many UHCL resources
from home. In order to utilize this service you must have:

1. A broadband connection.
2. Download and installed the VPN client from the Download page.
3. Configure the client according to instruction found from the links below.

Support for VPN is limited; the only support is this documentation. Read entire document before proceeding
and refer to the troubleshooting section; telephone support is not offered for VPN.

Minimum Requirements

We cannot guarantee functionality or provide support for systems that do not meet the following minimum
requirements.

e Operating System: Windows 2000, Windows XP, or Windows Vista

e 750 MHz or higher Pentium-compatible CPU.

e 128 megabytes (MB) of ram; more generally improves responsiveness.

e 10 megabytes of free disk space to install the Cisco VPN-Client.

e UCT recommends at least 2 (GB) free disk space for file access.

e Pre-existing broadband Internet connection, such as DSL or Cable. Dial up access is not supported.

WARNING: This software is not intended for installing on your office computer. Please do not attempt
to install this software on PCs on campus. They are already connected to the UHCL network and do not
require VPN.
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Installation

1.

Locate the file you downloaded from
the Download page; it should be
named “vpnclient-win-msi-
5.0.02.0090-k9.exe”.

Double-click the file to start the

process:

e The default settings will
automatically extract and begin
the installation process.

e If you receive a “Security
Warning” screen that looks like
this, then click the button labeled
“Run.”

e Click “Unzip”

e Click “Ok”

e If you have an older VPN client
installed, it will be uninstalled
automatically, and your settings
transferred to the new version.

On the Welcome screen, click
“Next.”

Select “I accept the license
agreement.”

Open File - Security Warning 18

The publizher could not be venfied. Are you zure you want to
run this software?

ﬁ Mame: wpnclient-win-msi-5.0,02,0090-k3. exe

W Always ask befare Dpening thiz file

|x

Publizher; Unknown Publizher
Type:  Application
Fromi:  C:\Dacuments and S_ettings'\tu:unve_rse.UHCL'I,Des'kl:u:un

Fun | Cancel I

@ This file does not-have a walid digital zignature that verifies its

publizher, *f'ou should only run software from publishers vou bust.
How carn | decide what software to run?

WinZip Self-Extractor - vpnclient-win-msi

To unzip all filez i this self-estractor file b the Unzip
zpecified folder press the Unzip button,

i

Run wWinZip

[Jrizip ta falder:

VER 1. LUHCALOCALS ~15Tem Browse... | Cloze

v Dvenwrite files without prompting Ahout
W wihen done unzipping open:

Pl

Awpriclient_sstup eve hep

Steps 1 &2
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5. Select the location where you would
like the software installed. The
default is usually fine.

6. Click “Next.”
7. Click “Next.”
8. Allow the software to complete the

installation process, and then click
“Finish.”
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5.0.02.0090 Setup ===l
Welcome to the Cisco Systems
VPN Client 5.0.02.0090

Installation Wizard

It iz strongly recommendad that you exit all Windows programs
befare running thiz setup program.

Click Cancel to quit the setup program, theh cloze any programs
wou have mnning. Click Mest to continue the installation.

WARMIMG: This program iz protected by copyright law and
international treaties.

Unautharized reproduction or distribution of thiz program, or any
partioh af it may result in zevere civil and criminal penalties, and
will be prozecuted to the masimum extent pozsible under law.

. < Back I Mext > I Caricel |
9. You will be prompted to reboot your
computer. Save any open files and Step 3
click “Yes” to restart your computer.
li-;,!; Cisco Systems ¥PN Client 5.0.02.0090 Setup = I Ellil ii;-,% Cisco Systems ¥PN Client 5.0.02.0090 Setup = I Ellﬁl
License Agreement a Destination Folder 6
rou must agree with the licenze agreement below ta procesd. 3 | Select a folder where the application will be installed. } £}
L B . Y
Client Software License Agreement of Cisco Systems o

THE S0FTWARE TO WHICH vYOU ARE REQUESTING ACCESS 15 THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING '""YE5'" ON THIS SCREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "“YES5".

IF ¥OU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU

YWILL BE DEMIED ACCESS TO THE SOFTWARE. =l

(' | accept th‘g Iicen's'e:ag'[eem'gnl
™ | do not accept the license agreement

The "wize Installation Wizard will install the files for Cisco Systems YPH Client
5.0.02.0090 in the following felder.

To install intor & different folder, click the Browse button, and select another folder.
“You can choose not to install Cisco Systems YPH Client 5.0.02.0090 by clicking Cancel
ton exit the Wise Installation Wizard.

Dlestination Folder
’7C;\_ngr§m FileshCizco SystemsWWEN Clisnts

Browse |

Rieset <Back [ New> |  Cancel | cBack [ Mew> |  Cancel |
Step 4 Step5&6
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il Cisco Systems ¥PN Client 5.0.02.0090 Setup o =l B il Cisco Systems ¥PN Client 5.0.02.0090 Setup o 1] I3
Ready to Install the Application é Updating System a
Click Next to begin installation. 3 ] The features pou selected are currently being installed. } |
L Y L

Click the Back buttan to reenter the installation information or click Cancel to exit
the wizard.

I
<Back [ Mew> |  Cancel |
Step 7 Step 8

Set Up - after installation

If you are simply upgrading, then following the install procedure above will have transferred your settings to the new
version, no additional set up is required.
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If you are installing for the first time, follow the steps below.

1. Start the Cisco VPN Client.

2. Click the “New “icon on the
tool bar.

3. Give your new connection a
name, like “UHCL” - the
name you choose should
help you remember what
this connection is for; it
does not affect anything
else.

4. Enter a description.

5. Inthe “Host” box, put
“vpn.uhcl.edu” —don’t
include the quotation
marks.

6. Make sure the radio button
for “Group Authentication”
is selected.

7. Inthe “Name,” “Password,”
and “Confirm Password”
fields, type “uhcl” (again,
omit the quotation marks).

8. Click the “Transport Tab”

9. Check the box marked
“Enable Transparent
Tunneling” and choose the
radio button for “IPSec over
UDP”. (Note: See
Troubleshooting if you can’t
connect with this setting.)

10. Check the box marked
“Allow Local LAN Access.”

11. Click “Save.”

# status: Disconnected | ¥PN Client - ¥ersion 5.0.03.0530 = [l 1
‘Connection Entries  Status Certificates Log Options Help
P £= = ¥,
= = A alialn
Connect MNew Import ractify [elete CISCO
Corinection Entries | Certificates I Log |
I Connection Entry / I Host Tranzpoit
4 | 2l
| Mok connected, | o
# ¥PN Client | Create New YPN Conneckion Entry ) 5]
Cannechon Entr_l,l:'lLlHEL
o : ]
[Drezcrption; IM_I,I IHCL Office WP ciSCO

Host: lvpn.uhcl. adu
duthentication I'I"ranspnrt | Backup Servers I Dial-lp I

{+ Group Authentication  Mutual Group Authentication

Hamie: Iuhu:l

Ixxxxx

Pazzword:

Cantirn Passward: I”’“"1

" Cettificate Authentication

Hane; i ;I

[T Send B Certificate Ehair

Erage [ ser Pazsward | ié_'-.i'e. Cancel
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When setup is complete, your screen
should look like the screen to the left.

# ¥PN Client | Properties for "UHEL"

Cannection Entry: | IHCL

Dieseription: {My UHCL Office VPN

H-:ust':.lvpn.uhcl. edu

1

Authentication |

I Backup Servers I Dial-Llp I
Iv Enable Transparent Tunneling

(= IPSec over UDP [NAT / PAT |

" IPSec over TCR TCF F'u:urt:|1I:IEIEIEI

f Allow Local LAN Access

Peer rezponse timeout [zeconds] |30

X

o],
CISCO

Ersse [lger F'a"s’s'.-\lnrdl Save

Cahcel

# status: Disconnected | ¥PN Client - ¥ersion 5.0.03.0530

‘Connection Entries Status Certficates Log Options Help

=10ix|

< & =& X
< 33
Connect Mesw it Madify Delets
Carnection Entries |Eertifica_tes | Log I

o o I
CISCO

I Connection Enty / | Host

I Transport:

UHCL wpn.uhcl edu

1

IPSec/UDP

| hiat connected,

B
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Troubleshooting

Support for VPN is limited; the only support offered is this documentation; telephone support is not offered
for VPN.

1. Make sure you have downloaded the correct software for your Operating System.

2. Make sure that you are using the current version — as of this writing that is version 5.0.02.0090. If you
are attempting to use an older version, you may be unable to establish a connection. You can obtain
the latest software for VPN on the UCT web site. Please be aware that as of this writing (October,
2008) there is no VPN software for Windows Vista 64.

3. Some DSL and Cable providers use differing configurations for handling data like VPN. In the Transport
tab of the settings, try enabling IPSec over TCP if you are using IPSec over UDP (NAT / PAT) or vice
versa. You may need to change this setting if you travel frequently and the internet service provider or
network provider uses a different configuration than you use normally.

4. Disconnect from VPN and verify that normal Internet access is working. If normal Internet access is not
working, you cannot connect to the UHCL network via VPN. UCT cannot troubleshoot or support your
home’s (or other location’s) Internet connection. Please contact your service provider.
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Connecting to your Office computer

Once you have the Cisco VPN client properly installed, and connected, you might be wondering how to connect to your
files on your office computer. It’'s simple.

Using Remote Desktop (both Windows XP and Windows Vista):

1. Click the Start button; choose Programs (All Programs on Vista) then Accessories, then Select Remote
Desktop Client. If you have a shortcut on your desktop, double click on Remote Desktop Connection
Icon.

2. Input tag number for your office computer. Note that your computer’s tag number should be preceded
by a capitol letter ‘P’ (all desktop computers running Windows XP or Windows Vista).
Example: P12345

3. Click OK
4. Input your Username and password, just as if you were logging in on campus.

5. Click OK

You will be connected to your system in your office. This is the recommended means of remotely accessing
your computer. Using this method ensures full access to all your files, applications, and ensures that any items
you update or change will get properly backed up.
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Mapping a Network drive for your office computer.

Mapping your Data Directory as a network drive is also possible, but does not grant you access to your
applications, nor does it ensure that changes you make to files will be properly backed up. Use this method at

your own risk.

Mapping a Network drive for your office computer on Windows XP:

1.

2.

3.

4,

Press the Start Button.
Select “Run.”

Input the Universal Naming Convention (UNC) path to your computer. This will be two backslashes
followed by your office computer’s tag number.
Example: \\P12345

This will open an explorer window and allow you to work with files saved in shared folders on your
office computer.

If you are prompted to login, use the domain\user id format.

Example: UHCL\YourUserld

Mapping a Network drive for your office computer on Windows Vista:

1.

Press the Start Button.
Select “Network.”
Click on the Address Bar.

Input the Universal Naming Convention (UNC) path to your computer. This will be two backslashes
followed by your office computer’s tag number.
Example: \\P12345

This will open an explorer window and allow you to work with files saved in shared folders on your
office computer.

If you are prompted to login, use the domain\user id format.

Example: UHCL\YourUserld
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