University of Houston '« Clear Lake

Documentation for Configuration of Personal Laptops with Windows XP to PEAP Wireless

-This document contains procedures on connection a laptop with Windows XP to the UHCL PEAP Wireless
Network. These procedures make use of the Windows integrated wireless configuration tool. This
document is for training, educational and informational purposes only.

***Quotes are for informative purposes only and are not to be considered as part of the information you enter into fields.***

1) On the taskbar, right click on the windows wireless icon and left click on “View Available Wireless

Networks.”

Change Windows Firewal settings

Open Metwork Connections

Repair
¥iew Available Wireless Networks i
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2) Click on “Change advanced settings”, found under “Related Tasks”.

10 Wireless Metwork Connection 5

Network Tasks Choose a wireless network

Click an ikem in the list below ko connect to a wireless network in range or ko get more
information.

[-)
% Refreshnetwark ist

3
< 56t up a wirsless netwark
for a home or small office:

Related Tasks

i Learn about wireless Windows cannot canfigure this wireless connection

nebworking
If you have enabled another program to configure this wireless connection,
g Change the order of use that saftware,

preferred networks
If you want ko use Windows to configure this wireless connection,

"a‘g.‘ Change advanced click. "Change adwvanced settings," click the Wireless Metworks tab, and then select
settings the check box labeled "Use Windows ta configure my wireless network settings.”

|Make advanced changes to the way this connection connects ko wireless nstwurks‘




3) Click on the “Wireless Networks” Tab. -Make sure that the box to the left of “Use Windows to
configure my wireless network settings” is checked.

4) Click on the “Add...” button.
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General {wieless Networks ;Ad\uanced

ze Windows ko configure my wireless network. settings

Available networks:

To connect to, disconnect from. or find out rmare information
about wireless networks in range, click the button below.

Yiew Wireless Networks

Freferred networks:

Automatically connect to available networks in the order listed
below:

wireless netwaork
configuration =

[ 0K ][ Cancel ]

5) Enter “UHCL-L” in the space labeled “Network name (SSID)”.
-Network Authentication = Open

-Data Encryption = WEP

General | ‘Witgless Netwarks | Advanced
Wireless network properties

Association | Authentication | tunnecliﬁn_
Mebwork name [SSID] UHCL-L
‘wireless network key
This network requires a key for the following:

Metwork Authentication: =Dpem

Drata encruption:

[uEp

The key iz provided for me automatically

[ This iz a computer-to-computer [ad hac) network; wireless
access points are not used




6) Click on the “Authentication” Tab.
-Leave “Enable IEEE 802.1x authentication for this network” Checked.
-Click the Pull-down Menu and select “Protected EAP (PEAP)” from the options.
-Uncheck “Authenticate as computer when computer information is available”

-Uncheck “Authenticate as guest when user or computer information is unavailable”
7) Click the “Properties” Button.
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General | Wireless Networks | Advanced

=
Wireless network properties E]

Association | Authentication | Connection

Select thiz option to provide authenticated network access for
wirelesz Ethernet networks.

Enablz [EEE 802.1x authentication for this network

EAP e | Protected EAP (PEAP) ™

Propertiez

[ fuithenticate 2 computer when computer infomation s avalable

[[] Authenticate &5 quest when user or computer information is
unavailable

8) Uncheck the box to the left of “Validate server certificate”.
9) Click the “Configure...” button.

<
General | “wirsless Netwarks | Advanced

e

Protected EAP Properties

W :
[ walidate server certificate

[[] ABA.ECOM Root CA

[[] America Cnline Root Certification Authority 1

[] acL Member Ca

[ Autoridad Certificadara de la Asociacion Nacional del Nataria
[] Autotidad Certificadara del Colegio Nacional de Correduria P
[] Baltimore EZ by D5T

[] Belgacom E-Trust Primary CA
<

Select Authentication Method:

v
>
Secured password (EAP-MSCHAP v2) [ "

["]Enable Fast Reconnect
cancel




10) Uncheck the box to the left of “Automatically use my Windows logon name and password (and domain if any).”

—

<
General | MWireless Metworks | Advanced

EAP MSCHAPv2 Properties

When connecting:

a Automatically uze my Windows logon name ang
password [and domain if ang).

T AL IO A
[[] autoridad Certificadara de la Asociacion Macional del Notaria
[[] autoridad Certificadora del Colegio Macional de Correduria P
[] Baltimare EZ by DST
|:| EBielgacom E-Trust Primary 28 |ae ||
£ e

Select Authentication Method:

| secured password (EAP-MSCHAR v2) »
[CEnable Fast Reconnect

11) Click OK.

12) Click OK.

13) Click OK.

14) Click the “Advanced” Button.

15) Check the box to the left of ”Automa:cically connect to non-preferred netwprks".

L
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Advanced

Networks to access

(5) tany available network [access paint prefermed)
() tsceess point [infrastructure] networks only

() Computer-to-computer [ad hoc] networks only ke

LAutomatically connect to nokpretered networks

Cloge

Add.. J[ Remave H Properties 1

16) Click Close.
17) Click OK.



18) Wait for a pop-up in the bottom right corner of your screen that states “Click here to select a certificate or other
credentials for connection to the network UHCL-L". Click the pop-up.
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Click here to select a certificate or other credentials for
conneckion ko the network UHCL-L

| WO W% 30

19) Enter your Username, Password and Logon Domain.
-Your Username is the same you use for UHCL E-mail and to log o to a computer here on campus.

-Your Logon Domain is: “PCLAB” if you are a student and “UHCL” if you are faculty or staff

Enter Credentials

User name:

Password:

Logon domain:

Ok ] [ Cancel

20) Click OK and wait up to 1 minute, depending on network traffic levels.
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