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OVERVIEW

The University of Houston Clear Lake has deployed the SOPHOS Pure gdessa
application as it main an8PAM defense. The Pure Message application processes all
incoming email messages and evaluates each message against the rules that have been
defined by the SOPHOS application and the University to categorizerail enesage

as Spam.The results of the anBpam rules evaluation process is the Spam Confidence
level and is expressed as a percentage; i.e. 100% presentsadmessage that matched

all evaluation criteria.

The antiSpam categorization process is not petifféhe Sophos anBpam application
has been configured to evaluate incomingal messages under three criteria and take a
specific action for each criteria. The criteria and actions are:

1) If the email message confidence level is low, send thead to the
u s e rmaisinb@x unimpeded.

2) If the email message confidence level is near the Spam threshold, send
theemai | t o -4mhilanbox bu¢ ad® & message to thma i | 0 s
subject line indicating the Spam confidence level. The user can use the
altered subject line to develop custom Outlook junknal rules.
Creating Outlook junk -enail rules is beyond the scope of this
document. Creating Outlook junkneail rules can be discussed with the
UCT Service Center or wCobrtinatorhe depart me

3) If the email message confidence level meets or exceeds the Spam
threshold, send theraa i | message to the AQuaranti ne
is a special holding area that is separate from the usagslénbox. E
mail messages held in the gaatine area are not charged against the
u s e rnaikdiskespace.

Since the Pure Message rules may evaluate ceramileas Spam there is a need for the
user to be able to customize the Pure Message rililes.SOPHOS antpam End User
Web Interface (BWI) is the method by which a user can configure his/her personal anti
Spam rules. Each of the EUWI options is discussed in detail below.

ACCESSING THE SOPHOS EUWI
The EUWI can be accessed by opening a web browser and browsing to the following

web addres: http://myspam.uhcl.edu:28080The EUWI will present the user with a
login screen similar to the screen below (Figure 1).
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SOPHOS B4 puremessage

Enter your email address/login and password to log in.

Email/Login: |

Password:

If you do not have a password, please go here.

Figure 1
The login screen requires the user to enter in his/her NT userjghasdord.

If the correct userid and password have been entered, the user will be granted access to
the SOPHOS EUWI to manage the customizable $pdim settings.

SOPHOS EUWI MAIN MENU

The EUWI is presented in Figure 2 below.
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'SOPHOS

» Blocked Messages
Deleted Messages
Approved Senders
Blocked Senders
Options

Help
Logout

Figure 2
The EUWI provides seven (7) functions:

1 Blocked Messages The Blocked Messages screen displays all of
the email messages that the SOPHOS -&gam application has
prevented from being delivered to the user. These are messages that
have been blocke (held in a special holding area called the
guarantine). Messages can be blocked either by the rules established
by the University or by rules established by the user. The Blocked
Messages screen allows the user not only the ability to see the
blocked nessages but also allows the user to manage the blocked
messages.

Messages are held in the quarantine area for the length of time
specified by the University retention rules.

1 Deleted Messagei The Deleted Messagescreen displays all
messages that haveedn fideleted by the user from the Blocked
Messages screen. Messages are displayed on the Deleted Messages
screenuntil the messages are physically purged from the system
after the University retention period has expired. Currently, the
Delete Messages cr een i s merely a fAparking
Messages the user has previously reviewed and no longer wishes to
see on the Block Messages screen. Except for keeping the list of
messages shott reflect only new email messageen the Blocked
Message seen there is no other benefit derived from using the
Deleted Messages screen.
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1 Approved Senders The Approved Senders screen maintains a list
of senders that the user does not want to be blocked by the rules
established by the SOPHOS Aspam software orthe rules
established by the University. The aspiam application may
prevent a message from being delivered to the user because the e
mail met the criteria that the SOPHOS &Bpiam application and the
University have established for SPAMnwil. The Approved
Senders screen allows the user to over ride thespatn blocking
rules and allow the-mail to be delivered unimpeded.

1 Blocked Sender§ The Block Senders screen maintains a list of
senders that the user does not wanteceive email from. This
screen is used when the user does not want to receive email from a
specific sender although theril does not meet the criteria that the
SOPHOS antBpam application and the University have established
for Spam email. Adding senders to this listdeks all email from
the sender.

1 Optionsi The Options screens allows for the customization of
several parameters that affect the general processing of the SOPHOS
antt'Spam applicatiomalagai nst the useros

1 HELP i The Help screens provides theewuswith additional
instructions and information for the EUWI.

1 LOGOUT i The logout screen ends the users session within the
EUWI.
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BLOCKED MESSAGES

Figure 3

The Blocked Messages (see Figure 3) screen displays of alniiad enessages that the
SOPHOSanti-Spam application has prevented from being delivered to the user. The
Blocked Messages screen is similar in appearance and function to HspamtiDaily

Digest (see separate documentation). The Blocked Messages screen provides the user
with the fdlowing information:

1 Scorei The calculated confidence level expressed as a percentage that the
e-mail is Spam. This value is assigned by the SOPHOS Pure Message
application.

1 Fromi The sender of the email. This value is often forged by Spamers
and istherefore not reliable.

1 Subjecti The subject of the-mail message.

1 Datei The date that the-mail was placed into the Spam quarantine by
the SOPHOS application.

The user can sort the information on the screen by clicking on any one of the column
titles.
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